ZERTEINRR

X—EH(TERZILEHEX—RNFIRE, BHRFRERERE
RE—TI, AAEEI—TETMEFIEXEoHNAT, £
—&TH, BNEFIELN—EL 2B AAEREHRRNE, &
STNEXLZEABRHREE, SE2FMMAEIRT & EIIKEE
I

XSS

WREILE: {t4=% XSS K&? AMERRE XSS WE? (4=
CSP?

XSS R RMKN, MERLEERBR—Y)INER R AT EAR
PITTHR,

XSS FAIAD NZHRE, BREM EIINADAME: FHABHES
AH,

FA BB ERENBRRS IHE NHEIEES, XM LEEE
R’AR, AANRNILTLRERANIE, MESEAEIEFETHO)NHEA
AP 2RI KL,

EBMEF, T IIRTIRER, FISEhTCIFAR XSS Wi, BN
A AT RRA LA TRE

XER A RETE IR B BFBhERE, XM SR EEIEURE
FE, XESTIMZUEAPESBSHRIREE,

AP TRIEREMN/NWNZ T, —AREIBN URL SERIS
VIIABGERES, 1BSHEF b MR TGS,



ZNEF, MRTEFBEMN URL FIREVELESHRENRABTHIE, ©
BT SECE BT

<!-- http://www.domain.com?name=<script>alert(l)
</script> -->
<div>{{name}}</div>

BEXNFXMBEH UK, WRAFER Chrome XM
1%, MRz3MeEE ARG . BRI BERLLFHA L
BERRE T, BEABARERRAFEER TiZEN %2,

XIF XSS Bk, @AM VR AR KB,
NS

B7%, NTRPNEAMXZEKZMEEN, REENEEMEERX
RANMERNS, X555 RES. fIT#HTEX

function escape(str) {

str = str.replace(/&/g, '&amp;')
str = str.replace(/</g, '&lt;"')
str = str.replace(/>/g, '&gt;')
str = str.replace(/"/g, '&quto;')
str = str.replace(/'/g, '&#39;')
str = str.replace(/ /g, '&#96;')
str = str.replace(/\//g, '&#x2F;")
return str

¥

BT A DU S <script>alert(1l)</script> TR

// -> &lt;script&gt;alert(1)&1lt;&#x2F;script&gt;
escape('<script>alert(1l)</script>")




BENTEREXAHKIR, EANEET J:EE’JHEEEE%Xﬁﬁﬁ%
tF, RAXFZEFTENBRABEIRERE, XNTXMER, Pz l=
ZEAIRNINE, SAREAINEIERRZRTIE, @x%%ﬁ%?ﬂ%‘%%ﬂm
R RBIEEERS, BMEFEERARENAT,

const xss = require('xss')

let html = xss('<hl id="title">XSS Demo</hl>
<script>alert("xss");</script>")

// -> <h1>XSS
Demo</h1>&1t;script&gt;alert("xss");&Llt;/script&g
t;

console.log(Chtml)

L/UZ/TWJ@%T js-xss KL, AIUBERIEHEARE T hl i5s
BT script in%,

CSP

CSP AR LB ARE, FRERBRS iﬁﬂJBC%%I]ﬂB‘kWI\‘EB%“ J?
RIBANEAIRAT ?kﬂ] ?EEEEE%WU AfE=BE RN EEEE C
By, FATAIBOETXMAVRRER/MD XSS K,

B A B AR RIS CSP:

1. 1&& HTTP Header H1#Y Content-Security-Policy
2. 128 meta I A <meta http-equiv="Content-
Security-Policy">

XEDISE HTTP Header 3445
o NAFIMBAILER

Content-Security-Policy: default-src ‘self’

o HAWFME HTTPS thiXBE K



Content-Security-Policy: img-src https://*
o ATFINEEIRIFIESS
Content-Security-Policy: child-src 'none'

SR MIRENEMYIZALIEXE, RafAEdEE XiH
(https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Content-Security-Policy) B9/ =
KFY), XEMAITZEZREMANBEMET .

SNFXMAHURKIR, REFRKEEE 7 IERRIHN, BBABMEMILTF
iR, WHERAERMTENK G, HF B CSP FRFEBA

EH
B,

CSRF

WREILE: 4= CSRF KEHE? aNfapsse CSRF KEH?

CSRF X ZABEIEKRNIE, REMESREEWE D — T FimEK
ik, FSAF RERERIRELERRENLEEK, WRAFEE
EFINETINE, FRinfiUAZRPERE, MM#EITHRMEE,

M, FRIKMIEFE—TEY GET IBXRERZAFTHeiEO,
BAREEMAI A& NIERINA—TE R, BRAOMHIERMEITE
0

<img src="http://www.domain.com/xxx?
comment="attack'"/>

Borlr2E=BRNER POST AliERIBEREAEHIRB X T a) 1
g? EXHAZ, ERAZMANBAREDBREN, WEEBEFA
MFSHPFEAENTTIE, EREPETRERER POST 15X,


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy

N el R

B35 CSRF Ui AT A& AT JLARAIN -
1. Get IERFHIEHITIER
2. FLE=FAMusiAEZIAF Cookie

3. BHIES =7 MuhIEKIEO
4. EKREMIHFINEES, LENRNEEEsE Token

SameSite

A LAY Cookie 18 SameSite B, ZzE MR T Cookie INpEE
SiE KR A&IE, AIUARATEE R CSRF WKL, BR2IZEEERIH
A EN R RS,

IGIF Referer

ST FEEPHE CSRF AUIEK, FATAILAEIZIQUE Referer FMi%
BRESHNE=ZFNIL LI,

Token

RSB 2 TR —1BEN Token, X &EIEKITIE Token #EF L, AR
Z22009F Token 2EBZ BN,

R E T

WRENLER: TARREEET? WA TEREHFE?

mEMEFE MR EIRNIEFER, WEEBSERHIWiIGET
iframe BREMNANIABCHIMWMTIR, FI§ iframe B RISE
BE, EnEtEE— " 1REESHEFRE.



ST XMBE A0, HEBEHB AR MM,
X-FRAME-OPTIONS

X-FRAME-OPTIONS 2— HTTP lmhzk, IO EEZE— TR
GFRYSZHY, X HTTP @Rk FI=2R 7 RAHA 1frame SRERNRE
MIFIE .

ZIMA kB =TMEFE, D3lE

e DENY, RAIEARITET 1frame WANET

e SAMEORIGIN, #F/mT1EA]AEAEREIER FEE 1frame 895
B

o ALLOW-FROM, R/ARTIERAEIEENRIER iframe FER

JS Bhil

SFRELEI N EsRn, FAAREIF EEANZMA, HRAIR
B JS B R REEFT T,



<head>
<style 1d="click-jack">
html {
display: none !important;
Iy
</style>
</head>
<body>
<script>
1f (self == top) {
var style = document.getElementById('click-

jack")
document.body.removeChild(style)
} else {
top.location = self.location
ks
</script>
</body>

M ERBIERAMEHET iframe WANINETTEN, KEEMN
MITEEAERFIBERE T,

HE] A&

WhEWA: HARFEABGE? AEFFEREARL?

REIANG EREHENS BRSNS mELR T EER, AEN5
INAEREREN, BEERXIr EETBEIRHREEREHT . K
HEMUBERENANEEER, TREBHEEER.

BE IR AEIER AT Wi-Fi, EARABEMELKEFREARE
BRI, MRMFEBFEHNIEFIRETEEHRER, MxERE
RIGER T .



HAME R B ARG ELHAE, RFEEN— 2B ERERE
Ro HTTPS Fia] ARRBAEARB ARG, BEAANZIRERT
HTTPS FRrIASMEIN Y, EANMRIKIRBTERA HTTP 15(8)49
i, WEAMEITRELS NG HTTPS [#4RA HTTP MSEElA 8]
AL

INGG

AEX—FFR, BFIET—LLE RNYEIRES Z B EAENR R0 Rh
HXLER L, BERLXENIFEIAR, XERNBFRABEE—X, AR
AR TFLEHXKEBIE, JMEE XTBENAS
(https://github.com/trimstray/the-book-of-secret-
knowledge) >R=F 3] FISLE X EIRVATIR



https://github.com/trimstray/the-book-of-secret-knowledge

